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HOW DO 1 MAKE MY OWN
."idIEl'.'lIRIT\.’ PLLAN?
When bullding a security plan answer these
six guestions:
What do | want to protect?

An “asset” is something you value and want
to protect. In the context of digital security,
an asset is usually some kind of information.
For example it could be your emails, contact
lists, direct messages, location, or other
documents. Your devices themselves may
also be assets.

Who do | want to protect it from?

To answer this question, it’s important to
identify who might want to target you or
your information. A person or entity that
poses a threat to your assets is an
“adversary .” Examples of potential
adversaries are your boss, law enforcement,
your former partner, your business
competition, your government, or a hacker
on a public network. It could even include
people you would otherwise trust who
might accidentally compromise your assets
by being careless with their own security
plans.
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How bad are the consequences if | fail?

Security planning involves understanding
how bad the consequences could be if an
adversary successfully gains access to one of
your assets. To determine this, you should
consider the capability of your adversary. For
example, your mobile phone provider has
access to all your phone records. Your
government might have stronger
capabilities.

How likely is it that | will need to protect it?

It is important to distinguish between what
might happen and the probability it may
happen. For instance, there is a threat that
your building might collapse, but the risk of
this happening is far greater in San Francisco
(where earthquakes are common) than in
Stockholm (where they are not).

Assessing risks is both a personal and a
subjective process. Many people find certain
threats unacceptable no matter the
likelihood they will occur because the mere
presence of the threat at any likelihood is
not worth the cost. In other cases, people
disregard high risks because they don’t view
the threat as a problem.
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How much trouble am | willing to go
through to try to prevent potential
consequences?

There is no perfect option for security. Not
everyone has the same priorities, concerns,
or access to resources. Your risk assessment
will allow you to plan the right strategy for
you, balancing convenience, cost, and
privacy.

Who are my allies?

As we've indicated several times throughout
this guide—digital privacy and security is a
team sport that’s best applied with the help
of others. This is not just because there is
power in numbers, but because your privacy
and security overlap with others in your life.
If a threat affects you, it could also affect
them, and vice versa.

Consider who you extend that trust to. For
example, consider if someone may be an
"insider threat," a person in your trusted
network who could betray your security in
one way or another. But don’t let the fear of
an insider threat discourage you from
making connections with others. Rather, use
it as a guide to urge you to plan carefully
and make sure others in your circles are
taking their security seriously as well.
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SURVEILLANCE
SELF-DEFENSE

7 STEPS T0
DIGITAL SECURITY
+ SECURITY PLAN

LEARN MORE ABOUT
THESE STEPS HERE:



